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Thoi gian qua, qua cong tac ndm tinh hinh trén khong gian mang, B6 Cong an
da phat hién cac hoat dong loi dung khong gian mang dé thuc hién cac hanh vi lua
dao chlem doat tai san, 161 kéo tham gia cac san giao dich ao vor nhiéu dién bién phirc
tap, cu thé nhu sau:

1. Hoat dong str dung cong ngh¢ VOIP dé lira dao chiém doat tai sin

Céac d6i tuong sir dung cong nghé VoIP dé g01 dién, gia danh co quan thuc thi
phap luat, thong bao cho nguoi dan cé lién quan dén cac vu an dac biét nghiém trong
(ma tuy, rira tién...), ching lam gia cac 1énh bit, khoi td cia co quan Cong an dé de
doa, sau d6 yéu cdu nan nhan st dung dién thoai hé diéu hanh Android dé tai va cai
dat ing dung co tén “BQ CONG AN?” do cac doi tugng cung cap Sau khi cai dat,
giao dién Umg dung c6 hinh dnh “Céng an hidu” kém chiz “BO CONG AN, c6 céc
truong dé dién thong tin nhu: tén dang nhap, mat khéu, tai khoan Ngan hang, ho tén,
so CMND,.

Sau khi cai dat img dung, cac quyén quan trong dé quan Iy thiét bi nhu: Nhdn,
doc, soan, gii tin nhin SMS; mé khod thiét bi; bat tit mang Internet, truy cdp
wifi; doc, ghi danh bg; doc, ghi lich si cugc goi, thuc hién cudc goi; doc, ghi bé
nho; thong tin thiét bi déu bi cac 601 tuong kiém soat, déc biét cac tin nhin, cudc goi
dén may nan nhan déu duoc ngadm chuyén théng tin vé may chu cua d6i tuong,
khong hién thi trén di¢n thoai ngn nhin nén ngn nhin khong hé hay biét.

Céch thirc thuc hién cta doi tugng:

-Yé&u ciu nan nhin tu nhép thdng tin tai khoan, mat khau vao cdc truong thong
tin trén img dung, toan bo dir liéu nay lap tic duogc chuyen vé may chu do dbi tuong
quan ly, sau do cac dbi twong truy cap tai khoan, chuyén tién di @é chiém doat tai san.

- Yéu ciu nan nhan tu ding ky cac tai khoan ngan hang méi do nan nhan duang
tén, rat tién tir cac tai khoan khac dé ndp vao tai khoan mai, hoac yéu céu nan nhan
tht toan cac so tiét kiém, cac khoan dau tu.. ., chuyén tién vao tai khoan moi 1ap. Khi
d6 cac dbi tuong am tham theo ddi ndi dung tin nhédn, tu thuc hién khoi phuc mat
khéu tai khoan, tu ding ky céc dich vu Internet Banking, Smart Banking, thay doi
han mrc giao dich cta tai khoan, sau d¢ truy cép tai khoan, chuyén tién di dé chiém
doat.

2. Hoat dong td chire kinh doanh theo phuwong thirc da cip trén website
Wefinex.net
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Website Wefinex.net duoc quang cdo la mdt san giao dich quyén chon nhi
phan — Binary Option (BO) thugc hé sinh thai cia WinBank c6 tru s6 ¢ nude ngoai.
Nguo1 choi dugc thuc hién cac giao dich ca cuoc trén san, mdi ngudi co tir 30 gidy dé
tién hanh ca cugc va chon so tién giao dich. Dat 1énh Tang (Xanh) hodc Giam (Do)
theo ty gid cia BTC/USD tai thor diém hién tai, sau 30 gidy s€ co ket qua, ngudi
doan ding s€ huong 95% s tién dit cuoc, nguoc lai s& mat toan bd s6 tién do, cach
choi gidong nhu troé chot tai xiu.

Pé nhanh chong mo rong mang ludi, Wefinex con phat trién mang ludi thanh
vién tham gia bing cach t6 chirc kinh doanh theo phuong thuc da cap, dua trén ban
quyén dai Iy voi gia 100% cho nguoi tham gia. Quyén dai Iy duoc hleu la khi nguon
tham gia bo ra 100$ dé mua, nguoi tham gia sé duoc hudng cac quyen lo1 nhu: hoa
héng giao dich va hoa hong tir viéc ban quyén quan ly trong hé théng ctia minh (theo
murc tr F1 dén F7 1an luot tir 25%-0,0625%).

Cuc canh tranh va bao vé nguoi tiéu dung — Bo Cong Thuong xac dinh: mo
hinh hoat dong, phat trién mang ludi va tra thudng cia Wefinex co dau hiéu cua hoat
dong kinh doanh theo phuong thuc da cap, quy dinh tai Nghi dinh 40/2018/ND-CP,
ngay 12/03/2018 cua Chinh phu vé quan ly hoat dong kinh doanh theo phuong thirc
da cap, nhung hién chua co don vi, t6 chirc nao co tén Wefinex gui hé so dang ky dé
nghi cap gidy chung nhan hoat déng ban hang da cap dén Cuc canh tranh va bao vé
nguol tiéu dung; chua c¢6 don vi, td chiic ndo duoc cap gidy ching nhén hoat dong
ban hang da cap voi tén Welinex.

3. Thuc hién theo thong bao cua Cuc An ninh mang va PCTP st dung cong
nghé cao - Bo Cong an, Cong an tinh dé nghi UBND tinh thong bao dén cic o, ban,
nganh, dia phuong chu dong thuc hién cac bi€n phap sau:

- T chie tuyén truyén, thong bao rong rai trén cic co quan thong tan, béo chi
tai dia phuong vé phuong thiic thi doan va hoat déng cua cac d6i tuong; canh bao t4i
nguol dan, can bo cong nhan vién cua cic co quan, ban, nganh nang cao canh giac
khong cung cip cac théng tin c4 nhén (t&i khoan ngén hang, mang xd hoi,
CMND,...), khéng cai dat nhimg ung dung khéng tin cdy trén dién thoai (“BO
CONG AN”) khong dé bi cac dbi tuong 16i kéo, du db tham gia dau tu vio cac san
giao dich ao trén mang.

- Tang cuong cong tac thanh tra, kiém tra hoat déng huy dong von, kinh doanh
theo phuong thic da cép, cac thong tin co dau hiéu Itra ddo chiém doat tai san, cac
hanh vi 16i kéo nguoi dan tham gia dau tu tién do dé xu 1y theo quy dinh cua phap
luat. )
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