UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM

TINH KIEN GIANG Pic lap - Ty do - Hanh phiic
$6: 4449 /QD-UBND Kién Giang, ngay 03 thdng ¢ ndm 2022
QUYET PINH

V& vige phe duyet dé cwong va du ton chi tiét
“Diu tw, thay thé thiét bi twong lira dim bio an toan thong tin
tai Trung tim D liéu tinh Kién Giang”

CHU TICH UY BAN NHAN DAN TiNH KIEN GIANG

Céin cir Ludt Té chike chinh quyén dia phwong ngay 19 théng 6 nim 2015,

Cén cir Ludt Sira déi, bé sung mot 56 diéu cuia Ludt T 8 chitc Chinh phiva
Ludt T8 chike chinh quyén dia phuong ngay 22 thang 11 nam 2019;

Cén cit Ludt Ngén sdch Nha nudce ngay 25 thang 6 ndm 2015;

Cén cit Ludt Cong nghé théng tin ndm 2006,

Céin cit Nghi dinh 56 64/2007/NP-CP ngay 10 thang 4 nim 2007 cia Chinh
phii vé img dung cong nghé thong tin trong hoat dpng ctia co quan Nha nudc;

Cén cir Nghi dinh s6 163/2016/NP-CP ngay 21 thdng 12 ndm 2016 cia
Chinh phu quy dinh chi 116t thi hamh mot sé diéu ciia Ludt Ngén sdach Nha nudc;

Cén cir Nghi dinh 56 73/2019/ND-CP ngdy 05 thang 9 ndm 2019 ciia Chinh
phu quy dinh quan Iy dau tw vng dung cong nghé théng tin s dung nguon vén
ngdn sach Nha nudc;

Cén cir Thong tiw s6 03/2020/TT BTTTT ngay 21 thdng 02 ndm 2020 cua
B¢ Thing tin va Truyén thong quy dinh vé lgp dé cuong va duw todn chi tiét d6i

voi hoat dong u’ng dung cong nghé thong tin si dung kinh phi chi thuongr xXuyén
thugc nguén von ngdn sach Nha nuée;

Can cik Quyét dmh 50 705/Q0P-UBND ngay 15 thing 3 ndm 2022 cua
UBND tinh Kién Giang vé viée phan bé kinh phi thuc hién nhiém vu, hoat dong
wng dung cong nghé thong tin nam 2022;

Cin cir Ké hoach s6 249/KH-UBND ngay 31 thdng 12 ndm 2021 ciia
UBND tinh Kién Giang vé ing dung C'éng nghé théng tin trong hoat dong cia co
quan Nha nude, phat trién Chinh quyén sé va bao dam an toan thong tin manc
tinh Kién Giang, ndm 2022, ) '
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Cdn cie Quyét dinh s6 2194/0P-UBND ngay 13 thdng 9 ndm 2021 ciia Chi
tich UBND tinh Kién Giang vé viéc kién toan Hpi dc”;ng thém dinh cde chuong
trinh, du dn, hoat dpng ng dung cong nghé thong tin su dung nguon von su
nghiép trén dia ban tinh Kién Giang;

Xét Béo cdo s6 Bdo cdo sé 77/BC-HPTD ngay 18 thdng 5 ndm 2022 cia
Hoi dc‘;ng thdm dinh cde chwong trinh, dw dn, hoat dong ting dung cong nghé
théng tin st dung ngudn von sw nghiép trén dia ban tinh Kién Giang bdo cdo két
qua thém dinh dé cuong va du toan chi tiét “Déu tu, thay thé thiét bi twong lia
dam bdo an toan thong tin tai Trung tam Dik liéu tinh Kién Giang”,

Theo dé nghi ciia S¢ Théng tin va Truyén théng tai To trinh s6 49/TTr-
STTTT ngay 23 thang 5 nam 2022.

QUYET PINH:

Pidu 1. Phé duyét d& cuong vi du todn chi tiét “DAu tu, thay thé thibt b
tuong ltra ddm bao an toan théng tin tai Trung tdm Dit liéu tinh Kién Giang” vdi
c4c noi dung cht yéu nhu sau (kém theo quyén dé crong va dy toan chi tiét “Dau
tu, thay thé thiét bi twong lira ddm bao an todn thong tin tai Trung tdm Dit lidu
tinh Kién Giang” 14p ngay 23 thang 5 ndm 2022):

1. Pon vi str dung ngn sach: S& Théng tin va Truyén théng tinh Kién
Giang.

2. Don vi tu vin 14p d& cuong va dy todn chi tiét: Cong ty TNHH Phat trién
Cong nghé va Truyén thong EPC.

3. Muc tiéu, quy md:
3.1. Muc tiéu:

Viée déu tu, thay thé thiét bi turong lira ddm bao an toan thong tin tai Trung
tdm Dir lidu tinh Kién Giang nhim dam béo an toan théng tin cho céc hé théng
théng thong tin dat tai Trung tAm Dt liéu tinh, dam bdo cho S& Thong tin va
Truyén théng tinh Kién Giang thuc hién muyc tigu sau:

a) Pam bao an toan théng tin mang dé két nbi céc co s dit lidu qudc gia
theo quy dinh.

b) Ngéan chin sy x4m nhép, can thiép, truy nhdp, gdy nguy hai, x6a, thay
dbi, sao chép va lam sai I&ch théng tin trén mang trai phép lut.
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c¢) Ngén ngira su tn cbng, vo hidu héa trai phap luat 1am mét téc dung ctia
bién phap bao vé an toan thong tin mang cua hé théng théng tin; tAn céng, chiém
quyén didu khién, phd hoai hé théng théng tin; phin mém ddc hai, thiét lap hé
thong théng tin gia mao, lira dao...

3.2. Quy md:
STT “ Noi dung dau tw
1 | PAu tu 02 bd thiét bi twomg lia
2 | Lip dit, cai it thiét bi
3 | Pao tao huéng dén st dung

4, Giai phap k¥ thuét, cong nghé va céc ndi dung ing dung cdng nghé thong
tin chi yéu

4.1. Giai phap ky thuat, cdng nghé cén tuén thi:

Watbrah WA 1 a0

STT| Chic nfing, dit tinh kg thuge | T10ug s0 k¥ thujt (twong dwong hogic
: cao hon)
I |Ning lirc thiét bi yéu ciu
] E;‘t"e?%gg‘;g tuomg laa (1518, | 4; thidy 80 Gbps
2 | Firewall Latency (64 byte, UDP) Téida 3 ps
3 . | Firewall Throughput{packet/s) T6i thiéu 82.5 Mpps
4 | Concurrent Sessmn(TCP) Téi thidu 12.000.000
5 | New session/s | Téi thiéu 300.000
6 | Firewall Policy tbi da Téi thidu 100.000 .
7 | NGFW Thoughput Tbi thiéu 7 Gbps
8 ' | IPS Throughput T6i thiéu 13 Gbps
9 | Threat Protection Throughput Tbi thiéu 5 Gbps
10 | IPsec VPN Throughput Tbi thidu 50 Gbps
11 | SSL VPN Throughput Tbi thiéu 4 Gbps
‘12 | SSL Inspection Thloughput Tbi thidu 5.7 Gbps
I | Phin cirng g
8x 10 GE SFP+ /GE SFP Slots
16x GE RJ45 Interfaces
1 | Cong két ndi 1 16x GE SFP Slots
‘ : ' 2x GE RJ45 Management/HA Ports
1x USB Ports
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‘Chirc ning, diit tinh k¢ thudt

Théng s6 ky thuit (twong dwong hogic

STT cao hon)

1x Console port g

2 | B§nhé 2x 240.GB SSD

3 | Transceiver C6 sin 2x SFP+ SR 10GE
e Kién tric ting téc phin cling Security
Processing Unit (SPU), trong &6 ¢4 1 chip
X0 1y gidm tai chuyén biét cho dit li€u
IPv4, IPv6, ma hoa IPsec VPN; 1 chip xit
ly tang téc cho tinh ning bao mat sit dung

4 | Kién triic. phin cting yéu ciu signature nhu Antivirus. '

| » Kién trac xir ly'song song Parallel Path

Processing, dung céu hinh chinh sich cia
tudng Itra @& lya chon tir nhém cac tly

chon’ song song nhim quyét dinh huéng |
| xaly tbi vu cho goi tin dit liéu .

Kich thude tiéu chudn

2U -

11

Tinh niing bio mit

Tinh ning nhén dién theo dinh
danh ngudi dung

s Cho phép dinh nghia chinh sdch nguoi
ding dwa vao lo.cal user hoﬁc remote user
qua: AD, Radius, LDAP..

o Nhin dang ngum ding. thong qua local
user, token key, dia chi MAC, Agent duorc
cai trén AD hodc Citrix, LDAP(khong can
cai dat Agent), NTLM..

Tinh ndng mang riéng do

o H3 trg TPsec VPN, SSL VPN, PPTP,
L2TP, L2TP over IPsec -

o -H3 tro cac thudt todn :

AES256, 3DES, - thudt toin x4c thie,
SHAS512, SHA384 SHA256 ‘MDS5

AES128,-

e Hoan toan ‘mién ‘phi cho ca SSL va

IPSEC VPN -

Tinh néng phét‘ hién ngin chin
xam nh4p trai phép

e Tinh ning IPo chong CAC xam nhap dua
vao attack mgnatule (tbi thiéu dat 7.000)

° Phat hién nhiing bat thudmg trong mang
dya vao packet rate. H3 tro tich hop IPS
Signature thi cdng

o Co kha ncmg, phat hign va ng'm uhan tan
cong DoS vao server
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Théng s6 ky thuit (tu'()'hg dwong hodc

STT.[ Chitc ning, dit tinh ky thuit cao hon)

o Khi niing thye thi chinh sach trén FQDN
hodc mién dia Iy

oC6 khd ning dinh nghia Custom
Signature dé ngin chin nhiing diém yéu
ciia hé thong mang hién tai

| #Kha rising tu xé4c dinh duge mirc 46 nguy
hai ctia hé thdng mang

*Hb trg SSL Inspection dé kiém soat du.'
lidu dugc ma hda qua SSL B

e Hj tro Inline Protection dé chéng tin
cOng va One Arm Sniffer dé gidm sét foan
b6 hé théng

¢ H3 tr tro phan loai muc d) nguy hiém
clia timg phueng thirc tAn coéng. Nhan
dang target la’ chent SEIVer, he didu
hanh... = -\
¢ Hb tro dmh Ky klem dmh céu hinh 3?)

5

théng twong Ira hién tai vé&i checkli
report PCI Compliance :

o Hb tro ché do giam sat Threat Map: hi&s
thi phén b céc hiém hoa an ninh thongtin
toan cau; Device Topology: hidn thi mé
hinh két n01 lugn ly giita céc thiét b trong
mang

Cho phép tlch horp véi thiét b1 Sandbex
‘hodc Clou(,i_ dé phén tich va ngdn chén
céc dang.tan cong ATP

H tro kha ning phong chéng
ATP

Kha ning nhén dang tng dyng, hé trg
cac phuong thirc chéin; monitor, reset
packet cich ly ngum dung hoac han
ché bing thong trén ing dung

5 | Tinh ning kiém soét img dung

o C6 kha ning phat hién ngin chin virus;
| ma doc. Cho phép tich hop Anti virus
Signature thu cong. | ,
o Chure nang Antivirus hoat dong hd tror ca
2 co che klem soat’ Proxy va Flow
(stream). -

| @ V3n cho phép bét tinh ning Antivirus

6 | Tinh niing Anti-Virus

ngay ¢ khi thiét bj di hét han License



STT

Chirc ning, dit tinh k¥ thuat

Théng sé ky thuit (frong dwong hoiic
cao hon)

Tinh n&ing Web Filtering

e HJ trg kiém soat Web thong qua Web
content filtering, Categories, URL...

e Co s& dit liéu dénh gia URL hd trg nhan
dién hon 70 ngdn ngit khéc nhau, xac dinh
doge ndi dung didu huong (Cache va
Translate)

o Vian c6 thé st dung duge tinh niing Web
filtering theo URL ngay ca khi da het“
License -

H& trg phong chdng thir rdc

o HO tro phong chong thu rc tu Cloud

1o HB trg phong chong tha rac theo Black-

White list

Tinh sdn sang

e Hb trg Active-Active, Active-Passive,
Clustering, Session’Failover, device/link
failover, remote failover -

» Hb trg Server Load Balacing: Source IP
Hash, Round Robin, Weighted, Least
Session... server health check

10

Két ndi mang

o HA trg RIP, OSPF, BGP Multicast

o H3 trg NAT mode va tr ansparent mode’
(Layer 2)

v

'Ciac tinh niing SD-WAN

Phan ludng tmg dung

¢ Cho phép phan luong ng dung theo céc
co ché giam sat dudng truyén SLA,
forwarding, hd trg overlay cho trafﬁc‘
encrypted. . : : R

WAN remediation

o Ho trg Forward Error Correctlon (FEC)

. .cho viéc gidm thiéu c4c rii ro mét goi tin,

hd trg packet duphcatlon cho cac tng
dung real-time, hd trg tich hop Active cho
User dua trén SD-WAN policies.

VPN/Overlay

e H3 trg Site-to-site ADVPN — dynamic
VPN tunnels, policy-based VPN, IKEvl,
IKEv2, DPD, PFS, ESP and ESPHMAC,
symmetric cipher support (IKE/ESP):
AES-128 va AES-256 modes: CBC,
CNTR, XCBC, GCM, Pre-shared va PKT
authenncatlon voi .RSA certificates,

Diffie-I Iellman key exchange (G10up
1.2,5), MD5 va SHAT- based HMAC "




Théng sé ky thujt (twong dwong hodic

STT| Chic ning, djt tinh ky thuat a0 hon)
o H& trg cac md hinh trién khai linh hoat:
4 | SD-WAN Deployment hub-to-spoke (partial mesh), spoke-to-

spoke (full mesh), multi-WAN transport

| Céc tinh nang phén tich

e HS trg phin tich Bandwidth
consumption, SLA metrics — jitter, packet
loss, va latency, gidm sat theo thdi gian
thuc, WAN link SLA reports, per-

application  session  usage, threat

information - malware signature, malware
domain hoiic URL, infected host, threat
level, malware category, indicator of
compromise (10C)

Kha ning quan tri tip trung

o HJ trg kha ning quan trj SD-WAN, hd

trg zero touch provisioning, centralized -

configuration, ~change management,
dashboard, application policies, - QoS,
security ‘policies; application specrﬁc
SLA, active probe conﬁguratlon RBAC
multi-tenant -

License

* Khéng tinh license

Tinh niing quan tri

Quan ly chinh sach

o Hb: tro kha quan tr1 thlet b1 theo g1ao
dién Web :

o HJ tr¢ giam sit qua SNMP Syslog

e H5 trg cong cu PING, Telnet, SSH,
Sniffer, Packet Capture qua Wireshark

‘| Giam sat

s Theo d6i tim kiém bing théng, tng
dung, ngudi dung. .. theo thoi gian thuc.

| ® H8 tro nhin dang theo ddi, canh bdo
hodc cach ly(quanratine) cic ing dung tur |

dong.

o Chan:két ndi- theo nguoi diing, Mac

address, IP, lich, loai (tng dung. ..

» H& tro két ndi gidm sét véi cac thiét b
khac nhau trong cting mdt hé sinh thaj bao
mdt (cing nha san Xuét) '

Kha ning quan ly tdp trung

@ Cho phép dugc quan trj va luu trlr Log

tép trung boi thit bj- chuyen dllng cunor,

nha. san Xuat W

R G o R T

I



Thong sb kj? thuﬁ_’it (twong dlwng ho:jcm

STT | Chikc niing, dit tinh k¥ thuit cao hon)

e Cho phép két ndi voi cac thiét bi
Firewall, WAF, Email Security, Access
Point ciing nha san xuét dé hd trg hé sinh
thai bdo mét

VI | Uy tin thuwong hiéu

eSan phim ludn ndm trong top dau
(Leader) theo danh gia cta Gartner cho
san pham Network Firewall 2021

N . e San phim nim trong top dau (Leader)
Pénh gia cla c4c td chirc uy tin | theo dénh gi clia Gartner cho Wan Egde
Infrastructure 2021

| e Thiét bi phéir nim trong dong san phdm/
g1a1 phap NGFW, duge ching nhdn boi
chc td chite do kidm, cu thé 12 ICSA Labs

“VII. | License va dich vu -

" o Chirng chi phan mém cho tinh ning IPS,
Antivirus, Web Fxltermg, AntiSpam, ATP
Sandbox trong vong 3 nam, ¢6 thé g1a
han.

1 |License phin mém

e Ché d6 bao hanh phan ctrng va hd tro ky
thudt tir nha san xudt trong vong 3 nim.

e Bio hanh theo tiéu chuin nha san xuét.

W\ et A7 2l

7 | Ché d6 bao hanh va hd tro e Phai c6 Thu ciia hing san xufit cam két
T ' cung cAp gia han ban quycn phin mém va
ho tro k¥ thuat dbi vai thidt bi dd cung cip
t61 thidu 5 nim ké tir ngay nghlem thu dua

vao st dung thiétbj . .

4.2. Gial phap ky thudt, cong nghé (‘ho phép don visu dung ngén sach thay
abi trong qua trinh trién khai: khong cé.

5. Dy todn chi tiét: 5.172.591.591 dong (nam ty, mot trim bay muoi hai
tri§u, ndm trdm chin muoi mot ngan, ndm tram chin muoi mdt ddng > kém theo
Chung thu thAm dinh gia s6 220051/TPVKD1-CTTD ngay 11 thang 5 ndm 2022
ctia Cong ty Co phan Thém dinh gia Thién Phu) gom '

a) Chi phi thiét bi: - . S 081 940 910 dong
b) Chi phi quan ly: N o 0 do_ng.



¢) Chi phi tu vén: 77.690.681 dbng.
d) Chi phi khéc: 12.960.000 ddng.
d) Chi phi dy phong: 0 dbng.

6. Ngudn vén: kinh phi sy nghiép céng nghé théng tin tinh ndm 2022, duogc
phan b6 tai Quyét dinh s 705/QD-UBND ngay 15 thang 3 nim 2022 cia Uy ban
nhén dén tinh Kién Giang.

7. Pia diém thyuc hién: Trung tdm Dir liéu tinh Kién Giang.

8. Thoi gian thuc hién: nam 2022.

Didu 2. TS chire thuc hién

C#n ¢t dé crong va du toan chi tiét “Dau tu, thay thé thiét b trong ltra dam
bao an toan théng tin tai Trung tdm D1r li€u tinh Kién Giang” duge duyét tai Quyét
dinh nay, Giam ddc S& Thong tin va Truyén thong chiu trach nhiém thyc hién céc
burde tiép theo va béo céo theo ding quy dinh hién hanh.

Pidu 3. Chanh Vin phong Uy ban nhén dan tinh, Gidm dbc cée S&, ngan, ,
S& Tai chinh, S& Thong tin va Truyén théng, Kho bac Nha nudc Kién G1a13 z
Gidm dbc (Thi trudng) cic co quan, don vi va ca nhan co lién quan chiu trd
nhiém thi hanh Quyét dinh nay.

Quyét dinh nay c6 hiéu lwc ké tir ngay ky./. reets

Noi nhgn: KT. CHU TICH

- Nhu Piéu 3 cia QD; . s .

- CT vi cae PCT UBND tinh; PHO CHU TICH
_LDVP, PKT;

- Luu: VT, nknguyen.

n Thanh Nhan

Nguoi ky: Uy ban Nhan dan tinh Kién Giang
Email: ubnd@kiengiang.gov.vn

Co quan: Tinh Kién Giang

Thoi gian ky: 08.06.2022 16:56:56 +07:00
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