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ffi,ffi r r,+ iti,,TffiGnx cr.q.Nc
CQNG HOA XA ngr CHU NGHIA VrEr NAM

DQc lip - Tr; do - Hlnh phrtc

KiAn Giang, ngdy.tt: thdng 8 ndm 2015

QUYET DINH
Vlv b1n hhnh Quy ch6 dim b6o an tohn th6ng tin trong ho4t dQng

':'.--:-:-' r---r-'-*'**-*rrdUhg cdng nghe thdng tin cria co quan Nhi nufc tinh Ki6n Giang

cHU TICH Uy slN NHAN nAN riNU Kr6,N GrANG

Cdn cfr Lupt T6 chric HQi d6ng nhdn ddn vd Uy ban nhdn ddn ngdy 26 thang
1 1 ndm 2003;

Cdn cir LuQt COng nghe th6ng tin ngiry 29 th6ng 6 ndm 2006;
Cdn cir Nghi dinh sO 641200711\ID-CP ngdy 10 th6ng 4 ndm 2A07 cua Chinh

phtr vO rmg dpng c6ng nghe th6ng tin trong hopt dQng cria co quan Nhd nu6c;
Cdn cir Chi thi s6 897/CT-TTg ngey 10 thang 6 ndm 2011 ctra Thri tu6ng

Clinh phu vA viQc tdng cudrng tri6n khai c6c ho4t dQng dAm b6o an toirn th6ng tin
SO;

Cdn cri Chi thi sO tSlCt-TTg ngay fi thhng 6 ndm 2014 cria Thtr tudng
Chinh phu vA tdng culng c6ng thc dhm b6o an ninh vlr an todn th6ng tin mpng
trong tinh hinh m6i;

X6t dC nghi ctra Gi6m d6c So Th6ng tin vdr Truydn th6ng tpi To trinh s6

617/TTr-5TTTT ngey l2th6ng 8 ndm 2015,

QUYET D!NH:

DiAu 1. Ban henh kdm theo Quytit dinh ndy Quy chO dim b6o an todn th6ng

tin trong hopt dQng rmg dpng c6ng nghQ th6ng tin cria c6c co quan Nhd nu6c tinh
Ki€n Giang.

Di6u 2, Ch nhVdn phdng Uy ban nhAn ddn tinh, Gi6m ddc (Thri truong) c6c

s6, ban, ngdnh tinh; Chfr tich UBND c6c huyQn, tli x6, thenh ph6; Chu tfch Uy ban

nhAn ddn i6c xd, phulng,.thi tr6n vi c6c dcrn vf, t6 chirc, c6 nhdn c6 1i0n quan chiu
tr6ch nhiQm thi henh Quy0t dinh ndy.

Quytit dinh ndy co hiQu lpc kO tri ngdy k! nU
NoinhQn:
- Nhu Di6u 2;
- BQ Th6ng tin vd TruyAn th6ng;
- TT.Tinh riy; TT.HEND tinh;
- CT, c6c PCT.UBND tinh;
- LEVP, Phdng: VHXH, TH, NCPC,
KTCN, KTTH vi CVNC;
- COng b6o tinh;
- Luu: VT, tvhung.

KT. CHU TICH
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uy naN NUAN nAN
riNu rrfix crANG

cgNG HoA xA Hgt cHU Ncuin vlpr NAM
EQc lfp - Tg do - H4nh phfc

QUY CHE
Dfrm bio an toirn thdng tin trong ho4t ttQng ring dung c6ng nghe th6ng tin

cfra co quqn Nhir nufc tinh Ki6n Giang
(Ban hdnh kdm theo Quy1t dlnh s6fi{0/QE-UBND ngdylc /8/2015 ctta

Chil tlch Uy ban nhdn ddn tinh KiAn Giang)

Di6u I". Ph4m vi tlidu chinh
Quy ch6 ndy quy dinh vC c6ng t6c dimbAo an todn thdng tin trong hopt dOng

utrg dUtrg c6ng nghe th6ng tin (ggi tEt ld CNTT) cliua c6c co quan Nhd nu6c tinh
Ki6n Giang.

Ei6u 2.D5i tugng 6p dgng
1. Quy ch6 ndy 6p dUng d6i v6i c6c co quan, dcm vi tr6n dia ban tinh Ki6n

Giang, bao g6m:
a) Uy ban nhAn d6n tinh vd c6c co quan chuy6n m6n tryc thuQc;

bj Oi ban nhan ddncdc huyQn, thi xd, thenh ph6 vd c6c phdng, ban chuy6n

m6n tryc thuQc;

c) Uy ban nhAn ddn c6c x5, phudrng, thitrAn;
d) C6c don vi sg nghiQp cdng 14p; c6c doanh nghigp Nhd nu6c tr0n dia bin

tinh; 1 A I

d) C6c td chirc, c5 nhAn c6 li6n quan khi tham gia su dUng hq th.o"g th6ng tin

cta co quan Nhd nudc, d6 giao ti6p, cung c6p vd trao eOi th0ng tin sd v6i co quan

Nhd nu6c.
2. C6n bQ, c6ng chirg, vi6n chirc vi nguoi lao dQng dang ldm vipc t?i c6c dcrn

vi quy dinh tai Khoin 1 Di6u ndy.

Didu 3. GiAi thich tir ngir
Trong euy chti ndy, c5c tir ngir du6i ddy dugc hi6u nhu sau:

1. An todn th6ne tin: Bao gdm c6c hopt dQng qu{n lf,.nghiQp vp vi k! thupt

eoi voi hQ th6ng th$ng-tin nhim bao v9, kh6i phpc c6c hQ th6ng, c6c dich vu vi nQi

dung th6ng tin dOi ,rdi ttguy co t1r nhi€n foA. do con ngu.cri q6-V ra' ViQc b6o vQ

th6ng tin, idi sin vd rotr ngroi trong hQ th6ng th6.ng tin, nhim b6o d6m cho c6c hQ

tnerE thUc hiQn dirng chirc ndng, phUr vU dimg dOi tuqng mQt cSch sin sirng, chinh

xac va tin c4y. An todn th6ng tin bao hdm c6c nQi dung bAo vQ vd b6o mpt thOng

tin, an toirn dt liQu, an todn m6y tinh vd an todn m?ng.

Z. C6n bQ dugc giao phlr tr6ch dim b6o an tolrn th6ng tin: Ld c5n b0 k! thu?t

hogc cqn bQ quan lf duqc giao php trdch c6ng t6c b6o dfim an toirn th6ng tin cho

vioc trir5n khai, vfn hdnh, khuith6c h0 th6ng CNTT tai dcrn vi.
3. B6n thir ba: Ld c5c t6 chirc, c6 nhAn c6 chuy6n m6n dugc dcn vithuO hoflc
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cung c6p hdng h6a, dich vu ky thupt cho hQ th6ng CNTT.
4. Tii s6n CNTT: Lir cdc trang thi6t bi, th6ng tin thuQc hQ th6ng c6ng nghe

th6ng tin cria dcrn vi, bao g6m:
a) Tii s6n,v?t. ti; !-d cgc tnicl ui cdng nghe th6ng tin, phucrng tiQn truydn

th6ng vi.c6c thict bi kh6c e.an vgi ho4t dQng cria hQ th6ng c6ng nghe th6ng iin,
nhu: Thi6t bi ngopi vi, h€ ,fr-Ong di6u hla, hgitrOng cung cdp dien, frE tfrfu riO"g
s6t, hQ thdng quan s6t...;

b) Tei s6n th6ng tin: Ld c6c dfi liQu, tdi liQu 1i0n quan d6n hQ th6ng c6ng
nghe th6ng tin;

c) Tdi san phAn mdm: Lir cdc chuong trinh img dgng, phAn mA* hQ thdng, co
s0 dfr liQu vd c6ng cu ph6t tri6n.

Didu 4. Nguy6 n tic chung

" r ^1. .ViQc b6o dAm an toin th6ng tin ld y6u cAu bit buQc trong qu6 trinh thi6t
k6, xay d\mg, vgn hinh, ndng c6p, sri dung vd hriy bo trong rmg du;g bNrr cta co
quan Nhd nudc.

2. Tht trucrng dcm vi ld nguoi chiu tr6ch nhiQm trgc ti6p chi dpo c6ng t6c
d6m b6o an todn th6ng tin.

3. X6c dfnh rd quyAn hqn, trdch nhiQm ctra Thri tru6rng, c6c phong, ban vd
ttmg cii nhdn trong dcrn vi aoi voi 96ng t6c dhmbio an toan th6ng tin.

4. C6c don vi xty dwrg, tri6n khai Quy chti d6m bAo an tidn th6ng tin, ph6i
tudn theo cdc nQi dryg tAi euy chti niy.

5. 86 tri ngudn lqc phu hQp v6i quy m6, diAu kiQn cria dcrn vi, nhim thuc
hiQn t6t nh6t c6ng tac dhtmbAo an'todn th6ng tin.-

Ei6u 5" Quin ly Ai sin CNTT
l. Don vi phai.th6ng.TC, ki,cm ke tdi s6n CNTT (tdi sin vgt ly, tdi s6n th6ng

tin, tdi s6n phAn m6m) tOi ttri6u m5i nAm 01 lAn.
2- EcIn vi c6 tr6ch nhiQm ki6m tra, ddnhgi6 mirc dQ an todn d6i v6i c6c tdi

sin CNTT tru6c khi dua vdo st dUng.

,,^- __1 
ujQc quan ly, sfr dung c6c tdi s6n GNTT khi thgc hiQn c6c hoat dQng c6

It€n quan d€n nu6c ngoii (di cdng t6c nu6c ngodi, giao dich, ldm viQc vdi'cic t6
chirc nu6c ngodi,'.) thgc hiQn theo quy dlnh Nhd nu6lc. cac trrict bi CNTT sfr dung
khi di c6ng t6c nudc ngodi phAiduqc ki€m tra tru6c vA sau mOi cnuy6n c6ng tdc.

^ 
4. 

Jh61g tin li6n quan d6n tdi s6n (1o4i tdi sin, s6 higu, ui tii,thong tin b6n
quyOn, c6c md ti kh6c cho viQc tlay th6, phuc h6i, khEc phuc r,iu ioi 

"fr"r"frj 
,a"

dugc luu trfi, quin ly vd c$p nhflt kip thoi.
5. Phdn lopi tdi san cOng.nghe th6ng tin (vpt li,.t6-rg tin, phAn mOm) theo

mric dQ gi6 tri, dinl?y chm, tfln ann hucrng o6i 
"oi 

hQ th6ng, iAr, ,u6t st dpng,
thdi gian luu trfr d€ xdy dung nQi quy, 

lign nfran.ki thu4.rsf,idn uu plu hqp (Oi#
ki'sao l-ry9t li6u, bao tri hQ thiing...), nhim-dy phdng, khac phuc sy c6.

6. Gdn quy6n st dgng tdi s6n cho c6c c6 nhdn hoac b6,phQn cp th6, ngudi srJr
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dUng tii sAn CNTT ph6i tudn thir c6c quy dinh vd quin ly, str dUng tdi sin, dAm b6o
tii san dugc sri dpng dirng mgc dich vd an todLn.

7. Ph6i xAy dWrg k6 hopch ki6m tra, b6o duQng tdi s6n theo dinh kj'. Trang
thiCt bi luu trt tir6ng tin khi kh6ng str dpng nta cAn phii dugc hiry b6 dring quy
trinh k! thuQt, trqrh 10, lqt th6ng tin bi mat, m6t dt liQu vd khdng thd phr,rc.hdi.

8. ViQc ki6m tra, d6nh gi6 vA khi ndng d6m b6o an tod,n th6ng iin AOi v6i c6c
tdi sin CNTT thgc hi6n theo c6c quy dinh cria ph6p 1u4t vd hucmg d6n ctra co quan
chirc ndng.

9. Khi b6n thir ba thgc hiQn viQc cung c6p, b6o du6ng, sria chfia tdi sin
CNTT cho don v!, ph6i thUc hiQn viQc quan l;f dim b6o an todn thdng tin cta dcrn

vi, nhu sau:

a) D6nh.gi6 v6 tl6ng lpc k! thuQt, nhdn sg, khi ning tdi chfnh cria b6n thir ba
tru6c khi ky k6t hqp d6ng cung cdp hang h6a, dfch v9;

b) X6c dinh rd tr6ch nhiQm, quyAn.h4n vir nghia vr,r cria c6c bOn vC dam bao
an toin th6ng tin khi ky hqp d6ng. Hqp dOng v6i b6n thir ba, ph6i bao gdm c6c di€u
kho6n v0 viQc xri lf khi c6 vi phpm quy ch6 an todn, b6o mflt th6ng tin vi tr6ch
nhigm ph6i b6i thucmg thiQt hpi cira b6n thir ba trong trubng hqp c6 thiqt hai do

hdnh vi vi phpm cria bdn tff b3 E7y ra;
c) Chri f d6n cfuc vdn dC vO-tinh bi mQt, tinh toin vgn, tfnh s5n sdng, tin cfly,

hiQu ndng ttii da, khi ning phUc hiii sau thim hga, phuong tiQn luu trfi cua hQ th6ng

th6ng tin khi c6 sg tham gia cria b6n thir ba; 
,

d) Ap dung c6c biQn ph6p gifm s6t chflt che vi gi6i han quy6n truy cfp ctra

bdn thir ba khi cho ph6p truy c4p vdo hQ thdng CNTT cria dcrn vi.

Didu 6" Quin If ngu6n nhffn lqc
1. C5n bQ, cdng chirc, vi6n chric, ngudi lao dQng ph6i cam k6t tudn thir thgc

hiQn c6c quy chiS b6o dim an todn th6ng tin ctra don v! minh.
2. C|c cSnhAn trong dcrn v! liOn quan dOn b6o mpt th6ng tin phii ky cam k€t

bio mpt th6ng tin.
3. CAn phii bO tri nhdn sg c6 ndng lgc vi dpo dric d6m nhfn v! tri phg trSch

cho c6ng tdc b6o dim an toin th6ng tin, qu6n tri h0 th6ng c6ng nghe th6ng tin cfia

don vf.
4. Don vf ph6i lpp ki5 hoach diro t4o cho c6n bQ, c6ng chric, vi€n chric vd

nguoi lao dQng t10 ndng cao ki6n thric co bin vd |<l.nene an todn m?ng, an todn

d"on* tin; d6ng thoi ph6 bi6n, cflp nhflt c6c quy ch6 vA an todn th6ng tin hdng ndm

d6 mgi nguoi hi6u rdc6c quydn vd tr6ch nhiQm d6i v6i viQc dimbio an todn th6ng

tin. Thuong xuy6n ki6m tra viQc thUc hign c6c nQi guy, guy ch6 v0 an todn th6ng tin
cria don vi d6i v6i can bQ, c6ng chirc, viOn chric, ngrrdi lao clQng theo.dinh lcj'.

5. Tru6c khi phAn c6ng nhiQm vU, 4m vi cdn x6c clinh yOu c6u v6 d6m b6o

an toin th6ng tin cria vi tri phdn c6ng. Ki6m tra ly l!ch, xem x6t d6nh gi6 tu c6ch

dpo dric, trinh dQ chuy6n m6n khi phan cdng, giao nhiQm W cho c6n bQ, c6ng chirc,
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vi6n chric vi ngudi lao dQng ldm viQc tqi c6c vi tri trgng y6u cria hQ thdng CNTT
nhu qu6n tri h€ th6ng, quin tri hQ thiSng an ninh b6o mflt, vfn hdnh h6 thtSng, qu6n
tri co so dt liOu.

6. Khi ch6m dut hofc thay d6i c6ng viQc, don vi phii: X6c dlnh 16 tr6ch
nhiery cria c6n bQ, c6ng chrlc, vi6n chric vd ngudi lao dQng vd c6c b€n 1i6n quan vdi
hQ thdng CNTT; thu h6i hogc thay d6i quyAtri*y cap hQ th6ng CNTT cho phu hqp
vdi c6ng vipc dugc thay ddi.

7. p6i v6i b€n thri ba, trong qu6 trinh tri6n khai dcrn vi cAn:
a) Y€u cAu,b6n thit ba.cung t6p danh s6ch nhdn sU. tham gia vd y6u cAu b6n

thir ba ky cam k6t kh6ng tiet l0 th6ng tin cria <ton vi eOi vOi c6c rhdng tin quan
trgng;

b) Cung c6p vd y6u cAu b6n tht ba tudn thri dAy dt c6c quy chti vd an todn
th6ng tin cta dcrn v! vd gi6m s6t qu6 trinh thgc hiQn;

c) Trong trudrng hgrp ph6t hiQn d6u hiQu vi phem ho[c vi pham quy ch6 an
todn, b6o mpt thdng tin cria b6n thri ba, dcrn vi cAn: Tpm dimg hb?c dinh chi hopt
dgng cia b€n thir ba tiy theo mirc d0 vi phpm; th6ng b5o chfnh thric c5c vi phpm
v6 an todn, b6o mpt CNTT cria nhdn sg cho b6n thfr ba; ki€m traxilc dinh, lQp b6o
c6o mirc d0 

-"i 
phtq vd th6ng b6o cho b€n thir ba thi6t hai x6y ra; thu h6i ngay

quyOn truy cpp h9 thdng CNTT dd dugc cAp cho bdn thir ba;
d) Sau khi ket thric c6ng viQcl YOu cOu b6n thri ba bdn giao lpi tdi san sfi

9ryg .lu d* v! trong quri trinh tri6n khai cdng viQc; thu h6i qnydn truy cdp h6
th6ng CNTT c16 dugc c6p cria b6n thir ba ngay sau khi k6t thric rbng viec;ifray AOi
c6c kh6a, mdt khdu nhfln bdn giao tir b0n thri ba.

Didu 7. Qu6n ly, tl6m b6o an tohn h4 tAng ring dqng CNTT
l. E6i v6i khu vr,rc dft trang thi6t bi CNTT:
a) cgc khu vgc c6 y€u cAu cao vA un toin, bao mft nhu phdng m6y chri, noi

d{t circ thi6t bi luu trfr phii 6p dUng biQn ph6p ki6m so6t ra vdothfch trqp, eam Uao
chi nhimg ngudi co nhiQm vu mdi dugc vdo khu vgc d6;

b) 86o dim an todn mdi trucrng u.?t ly (nhiQt, d0 6m, dnh s6ng,...) cho phQng

ry$i chr1, c6c h9 th5ng h6 trq (mdy diAu hoa nhiQt dQ, ngudn rffiiin, hQ th6ni
ch6ng sdt, dg phong ngu6n diQn, c6p quang truydn d6n) duqc an toan vd ho4t dOng
6n dinh, sfn sdng;

c) c6 biQn phdp b6o vQ phdng chting nguy ccv do ch6y n6, ngQp lqt, dQng d6t
vi c6c thim hoa kh6c do thi6n nhi6n vi con ngudi gdy ra. C6 nQi quy, huong Adn
ldm viQc trong khu v.uc an todn, b6o m6t.

, 2. Dcrn vi phii thgc hiQn cdc biQn phdp b6o vQ cAn thi6t dO phdng tr6nh m6t
cip ho{c ph6 hopi tui cdc khu ldp d{t c6c thi6t bi xri lf vd luu trfr ctra hQ th6ng
thdng tin, chi nhinrg ngudi c6 quyAn, nhiQm vp m6i dugc ph6p vdo. Ddc bigt la kh;
vU9 xq ly, luu trfr thdng tin quan trgng, nhay cim cira clcn vi cAn ph6i trang bi co
ch6 ki6m traxSc thlrc n6ng cao (th6, token, vdn tay...).



3. Cht clQng thUc hiQn viQc ph6n tich vd d6nh gi6 cdc,mOi ee dqa kh6ch quan
nhu: B5o, Ifl, ch6y n6, 16 df*., vQ't liQu dQc hpi hoflc c6c mi5i de dga kh6c do thi€n
nhiOn vd c6 k6 ho4ch phdng chting.

4. Phai bO tri m6y tfnh ri6ng dd dugc ki6m tra an ninh, kh6ng tciit nOi m?ng
nhdm tr6nh th6t thoat th6ng tin khi sopn th6o c6c tdi lipu mQt.

. 5. HQ thdng m6y chri phAi dugc d6n nhdn, c6 scr AO Adu ni5i, th0 hiQn cu th6
uC eiu chi IP, t6n m5y chfr. Sb AO AAu nOi pnai dugc cpp nhat n6u c6 sg thay d6i.

6. Ung dUng chir \i s6 chuy6n dring eC eam b6o an todn th6ng tin trong viQc

tri6n khai uttg dpng CNTT trong ho4t dQng co quan Nhi nudc vd phr,rc vg c6ng

d6n, tO chric.
7. Va viQc t6 chirc m6 hinh m?ng: cii d6t, c6u hinh, ti5 chfc hQ th6ng m?ng

theo m6 hinh m4ng ph6n lcrp, h4n ch6 su dUng mO hinh mang ngang hing. C6c dcrn

vi 96 nhi6u ph.ong, ban, don vi trpc thuQc khdng nim trong cirng mQt khu vgc, cdn

thi6t 14p hQ.th6ng mang ri6ng b6o mpt dti dim b6o an "ffi :Lo Tang 
nOi b0.

8. V6 viQc quin li he th6ng m?ng khdng ddy: Khi thi6t lflp m?ng L,h6ng day

cho phdp c6c thi6t pi k6t n6i vdi p?ng cuc b0 qua hinh thric khdng d?y tqi c6c iti6m

truy-nh{p, di6m dAu n6i cua thi6t bf khpng d6y vio matg nQi b0 cgn e lorp ngodi

cira mAng (khu vgc kh6ng bio mft), tni6t UJ kh6ng ddy cAn dugc thiCt 10p c6c tham

s6 nhu: t$n, mft khAu, md h6a dt liQu... vd thudrng xuy6n thay ddi m4t khdu nh6m

ting cudrng c6ng t6c b6o mQt.

9. Ch6ng md dQc, virus: Lga chgn, tri6n khai c6c phAn -Am ch6ng virus, md

dQc c6 hiQu qua trQn c6c mfy cirtr, m6y trpm, cdc thij5t bi, phucng tiQn k! thu0t

trong ffi?ng, c6c h0 thdng th6ng tin quan trqng nhu: C6ngl ttangth6ng tin diQn tri,

thu diQn tu, -0t cria diQn tt,.. ddng thoi, thucmg xuy6n cflp nhQt phi6n bin m6i, bf,n

v6 l5i ci1a c1cphan mdm chi5ng virus, nhim kip thoi phdt hiQn, lopi tru md dQc mdy

tinh.
10. Thitit bi co chria th6ng tin mpt, quan_ trqng cira dcrn vf tru6c khi mang tli

b6o hdnh, bio dudng, sira chira, ph6i th6o thi€t bi luu trft dt liQu ho{c x6a hdt dit

liQu d5luu trfr trong thiet bi.

Eidu 8. Eim bio an tohn trong qu6 trinh v$n hhnh, khai thfc sfr dgng

cdc hQ thSng thdng tin
i. Tuy theo tinn ninn thgc t6 tritin khai img dpng CNTT, c5c dcrn vi cdn thgc

hiQn viQc qran l;f vd ki6m so6t m4ng nhSm ngSn ngira c6c hi6m h91 vd d3Y tri an

toirn cho c6c hQ th6ng, ,ntg dUttg su dgng. mang. C6c noi dung c6 the bao g6m:

a) Sri dpng ttrftt Uilucrng hia, thiet bi phSt hiQn vd ngdn ch{n xdm nhap tr6i

phdp y? .::IITF thTt 
Pi 9* dim b6o an toin b6o mpt m?ng;

b) Thiet lirp, cau runn oay.dri c6c tinh ndng ctrathi6t !i q ninh m4n}l ., . 
^ri St dung c5c cdng cu dO dd tim vd ph6t hipn kip thdi c6c di6m y6u, 16 h6ng

vd c5c truy c$p U-at frqp ph?p vio hQ thdng m?ng;

d) Thucyng xuyen.ki6m tra, ph6t hiQn nhimg ki5t ntii, trangthi6t bi, phAn mdm



cii d6t b0t hqp ph6p vdo m4ng
2. QuAn ly ben ghi nhat ky h9 th6ng: HQ th6ng thdng.tin cdn ghi nhQn ddy dtt

thdng tin trong c6c bin ghi nhft ky.khi thao tdc tr€n hQ th6ng vd luu git nQi dung
nf,.at ty trong khoing thdi gian ntr6t einn, di5 phgc vu viQc qu6n lf, ki€m so6t hQ

thdng th0ng tin. Thulng xuy6n thUc hiQn viQc theo d6i bin ghi nhat ky h9 th6ng vd
c6c s1r kiQn kh6c c6 li6n quan dC d6nh gi6, bin c6o c5c rui ro vd mric dQ nghiCm
trgng cric rti ro d6. C6c nii ro c6 th6 x6y ra do sg truy, cflp tr6i ph6p, su dpng tr6i
phdp, x6a mdt, thay d6i hopc ph6 hriy th6ng tin vi hQ th6ng th6ng tin.

3. Qu6n lv ddng nh$p hQ th6ng: C6c hQ th6ng thdng tin cAn gi6i hpn m6t so
-\ 
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hiru han l6n d6ng nhap sai 1i6n ti6p. TO chric theo d6i, vd ki6m so6t tet ch chc
phyong ph6p truy nhfp tr) xa t6i hC th6ng th6ng tin; yOu cdu ngudi dung dat mQt
khdu v6i dQ an todrn cao.

4. TO chirc quin l)t tei nguy6n: Ki6m tra, gi6m s6t chric ndng chia s6 th6ng
-l atin. TO chric cdp phdt tdi nguy6n tr€n m6y chri theo danh mr,rc thu mgc cho timg

phdng/ ban; khuy6n c6o ngudi sri dpng cdn nhdc viQc chia.s6 tdi nguy€n cpc bQ tr6n
m6y dang str d1rng, khi thpc hiQn viQc chia s6 tdi nguy6n cAn ph6i sir dUng mdt khAu
dO b6o vQ th6ng tin.

5. Khai th6c, sri dpng c6c (mgdgng, hQ thOng th6ng tin theo dirng chirc ning,
nhiQm vq dugc giao, dim b6o phUc vp t6t c6ng t6c chuy€n m6n, nghiQp vu cira dcrn
vf, phr,rc vp c6ng d6n, doanh nghiQp.

6. Trong qu5 trinh vpn hdnh hQ th6ng cAn thgc hiQn quy dinh vC phong ch6ng
virus, md dQc ddp img c6c y6u cdu co ban nhu: Ki6m tra, diQt virus vd md dQc tr6n
c6c phuong tiQn mang th6ng tin, dfr liQu nhpn tt b6n ngodi tru6c khi sri dUng;

46ng m0 c6c thu diQn tri lp, c6c t{p tin dinh kdm ho{c c6c li€n k6t.trong. c6c thu lp
dO trrinh virus, md dQc; kh6ng vdo ciic t{ang web khdng rd ngu6n g5c xu6t r,i, d6ng
ngd; b6o ngay cho ngudi quin tri hQ th6ng xri lf trong truong hgp ph6t hiQn nhmg
kh6ng diQt dugc virus, md d0c; Kh6ng tp f cdi d(t cdc phAn mAm khi chua dugc
phdp cria ngudi quAn tri hQ th6ng.

7. EOi vdi b6n thir ba:
a) Thgc hiQn gi6m s6t vd ki6m tra c5c dich vU do b6n thir ba cung cdp dim

b6o miro dQ cung cdp dlch vp, khi ndng hopt dQng hQ th6ng ddp rmg dirnfthe-o thoa
th4n dd hj kOt;

b) Dim b6o.tri€n khai, duy tri c6c biQn ph6p an todn, b6o mpt ctra dich vU do
bdn thir ba cung cdp theo dring th6a thupn;

. c) Qu61 ly cilc thay d6i AOi vOi c6c dlch vp cria b6n thir ba cung c6p bao
g6m: Ndng cdp phi6n bin mdi; sri dpng c6c k! thuQt mfi, cdc c6ng cp vd mdi
trubng ph6t triOn m6i;

d) Erinh gi5 dAy dri t6c dQng ctra viQc thay d6i, d6m b6o an todn khi dugc dua
vdo sri dUng.

Ei6u 9. Qufrn f vn khic phgc sg c5, luu trir vi dr; phdng



1. C6c sg kiQn, sg cti an todn thdng tin dudi dAy c0n dugc xem x6t phdn 1o4i

vd xri lf theo quy ch6 t4i Kho6n 2, 3 Didu niy, bao g6m:
a) Nhirng truy cflp tr6i ph6p, henh vi vi pham tinh b6o mQt vi tinh todn vgn

dir liQu, ring dpng;
b) Ph6t hiQn md dQc, tdn c6ng tir ch6i dich vU;

c) Ph6t hiQn ra di6m y6u, 16 h6ng b6o mQt cira h4 tAng, hQ di6u hdnh, img
dung;d) 

He th6ng tryc trflc nhiau lan hoflc qu5 t6i;
e) M6t thiCt bi, phucmg tiQn c6ng nghe th6ng tin;
f) Kh6ng tudn thir chfnh s6ch an todn th6ng tin hoflc c5c chi aan Uat buQc cria

dcm vihoflc henh vi vi ph4m an ninh vpt ly; . !
g) C5c,tryc trfc ctra phdn *9- hay phdn cr?ng khdng khdc phUc dugc gdy

anh h;6ng d€n hopt dQng cua hQ th6ng CNTT;
h) C6c sg ct5 khSc gdy gi6n doAn, enh hudng dtin hopt dQng binh thucmg cta

c6c img dung CNTT t4i dcrn vi.
2. Dcrn vf cdn ph6n 1o4i mirc dQ nghiEm trgng c:f;a cfuc sg c6, bao g6m:

a) Th6p: SU cd gdy 6nh hu&ng cd nh6n vd kh6ng ldm gian doan hay dinh trQ

hoqt dQng chinh cta co quan;

b) lrung binh: Su c6 6nh hucrng dtin mQt nh6rn ngudi dirng nhmg kh6ng gdy

gi6n do4n hay dinh lrQ hoat dQng chinh cira dcn vi;
c) Cao: SU cO iem cho'thiCt bi, phAn -A* hay hQ th6ng kh6ng th'5 su dung

dugc vd g6ypnh.ho*g d6n hoat dQng chung cria co QYuni. 
. *

d) firfin c6p: Sg cO ann hucrng dtin sW li€n tpc cria nhidu hopt dQng chfnh ctra

t" 0"11 
Khi c6 sy ci5 hopc nguy co m6t an todn thdng tin thi ldnh dpo don vi ph6i

chidgokipthdi: _ .2... A.,.n,,. r

ul Ap dung mgi biQn phSp AC nric phuc vd hpn ch6 thipt hpi do sg cO xily ru,

10p bi6n ban b5o c5o cho co quan c6p tr6n-quin l1i tryc titip;. - " z

b) Trucrng hqp co sU c6 nghiOm trqng d mric dQ cao, khan c6p ho4c urtqt qY6

khd ndng lJrdc phUc cta dcrn vf, 16nh d4o dcrn yi phii b6o c6o ngay cho co quan cdp

tran qu6i ly truq tii5p va S0 Th6ng tin vd rruy611Jr6ng d€ dusc hu1e.d51,h6.tqi^
-c) 

Tgo di6u kiQn thufn lgi cho co quan chfic ndng tham gia khdc phuc sg c0

vd thgc hiQn theo dirng hu6rng ddn;

d) Cung cap dAl Ari, Jni*r xdc, kip thdi nhirng thdng tin cAn thi6t cho co

quan c6p tr6n quin ly trgc tiiSP; , .- .f 86o c-6o bing vbn bbn vti sg c6 cho co quan c6p tr6n quin ly tryc ti6p vd

So Th6ng tin vd Truy0n th6ng.
+. t6t c6 cdng chirc, vi6n chric, ngudi lao clQng vd bOn thir ba khi ph6t^hiQn

c6c sg cO vC an tolrn th$ng tin cria don vi cAn thpc hipn viec b6o c6o v6i cdp tr6n vdr

b0 ph6n phg tr6ch c6ng nghe thdng tin ctra dcrn vi d6 de kfp thoi ngdn ch{n vd xir ly

kip thli.
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S. Thitit lpp ccr ch6 sao luu vd phuc h0i he th6ng:
a) Ba.n hdnh vd thgc hiQn quy trinh sao luu dg phdng vd phpc nOi Ot li6u cho

c6c phAn mAm, dfr liQu cdn thi6t khi gap sg 16;
b) Ldp danh s6ch c6c dt liQu, phAn m6m cdn dugc sao luu, c6 ph6n logi theo

thoi gian luu trfr, thoi gian sao luu, phuong phdp sao luu vd thoi gian phpc nOi ne
thdng tt dfr liQu sao luu;

c) Dy li€u sao luu phii dugc luu trfi an tohn vd duoc ki6m tra thuong xuy0n
d6m b6o sin sdng cho viQc str dyng khi cAn.

Didu 10. Eim bio an toirn th6ng tin cdc rfrng dgng, ccr sO h3 tAng dirng
chung, tfch hqp ftng dgng vd chia s6 dfr liQu

. Trong qu6 trinh khai th6c, van henh vd sri dung cdc img dung, co s0 ha
tAng dung chung, c6c don vi tham gia ph6i tuAn thu c6c quy ch6 vA d6m bAo an todn
tfOng tin theo ydu cAu cfia timg hQ tlxing, img dung, dflc biQt ld cdc img dr,rng, ha
tAng dung chung cria tinh, bao gdm:

a) Khai th6c m4ng tin hoc diQn r6ng cria tinh (WAN);
b) St dUng vd vfn hdnh Trung tdm dt liQu cria tinh;
c) Khai th6c sri dung hQ th6ng thu diQn tri;
d) Trang/ c6ng th6ng tin diQn tft, cdc phAn mAm ding chung: eu6n ly v6n

bdn vd h0 so c6ng viQc;
e) H9 thdng mQt cria cliQn tri.

" 2. Trong qu6 trinh tri6n khai vi6c tich hgp img dgng, chia s6 dfi li6u, cAn
tri6n khai cdc gi6i ph6p d6m b6o an todn thdng tin cho trmg img dUng vd trong qud
trinh chia s6 dt liq.u cfing nhu ldm 16 tr6ch nhiQm cria timg dcm vi, turg ung dung
tham gia vdo hQ th6ng.

Eidu 11. Ban hirnh vir tri6n khai quy ch6 dim bio an toln th6ng tin t3i
tlcrn vi

1. c6c don vi phii xay dpg quy ch5 nOi b0 b6o d6m an todn cho hQ th6ng
th0ng tin, trong. d6 bao gdm c6c nQi dung sau:

a) YOu ciu vg nguyon t6c cta cong tdcbfo dam an todn an ninh;
b) YOu c4u vC qu6n l)t tei s6n CNTT cria dcrn vi;
c) YOu ciu vQ quAn l;f ngu6n nhdn lr,rc;
d) YOu ciu vQ gyan.ll, dim b6o an todn m6i trudrng mang;
e) Ydu rAu vo dam b6o an toin vqn hdnh c6c hQ thSng th6ng tin;
D Quin ly rU c5, luu trfr vd dg phdng;
g) PhAn c6ng tr6ch nhiQm vd td chric thgc hi6n.
2. C6c dcn vi ph6i td chfc gi6m s6t viQc thgc hiQn quy chti b6o d6m an rodn

cho h$ th6ng th6ng tin sau khi dugc ban hdnh.

Didu 12. Trich nhiQm cf,a cfn bQ, c6ng chfc, vi6n chri'c vir ngucri lao itQng
trong c6c co quan



1. Tr6ch nhiQm cria c5n bQ, cdng chric, vi6n chric vd ngudi lao dQng dugc
giao php tr6ch an todn th6ng tin:

a) Chiu tr6ch nhiQm d6m b6o an todn th6ng tin cria dcrn vi;
b) Tham rnuu lSnh d4o co quan ban hdnh cdc quy ch6, quy trinh nQi b0, tri6n

khai c6c gi6i ph6p k! thuft dAm b6o an todn th6ng tin;

. c) Thgc hiQn viQc gi6m s6t, d6nh gi6,b6o c6o Thri trucrng co quan c6c rui ro
mdt an toan th6ng tin vd mric d0 nghiOm trgng cria c6c rui ro d6;

d) PhOi hqrp v6i c6c cd nhdn, dcrn vi c6 1i6n quan trong viQc ki6m so6t, ph6t
hiQn vi khic phUc c6c sg ci5 an toin thdng tin;.

f) Thucrng xuy6n cQp nhQt ndng cao ki6n thirc, trinh dQ chuy6n mdn d6p img
y6u c6u d6m b6o an todn th6ng tin cria dcrn vf .

2. Tr6ch nhiQm cria c5n bQ, c6ng chfrc, vi6n chirc, ngudi lao dQng trong c6c

dcrn vi.
a) Nghi6q tric ch6p hanh c6c quy ch6, quy trinh nQi b0 vi c6c quy dfnh kh6c

cua ph6p lupt vO an todn th6ng tin. Chiu tr6ch nhi€m dim bio an todrn th6ng tin
trong pham vi tr6ch nhiQm vd quy€n h4n dugc giao;

b) M5i c6n bQ, c6,ng chfc, vi6n chfc vlr ngudi lao dQng phii c6 tr6ch nhiQm

tg qu6n lf, b6o quAn thiet bi, tii khoin, img dtltg mi minh dugc giao sir dung;

c) Khi ph6t hiQn nguy co ho{c sg cO mdt an todn th6ng tin ph6i b6o c6o ngay
A ^ rr

vor cap uen va oQ phpn ptr1, tta.h c6ng nghe th6ng tin cria don vf Ae Hp thdi ngdn

chfln vi xt ly;
d) Tham gia cdc ghucrng trinh ddo t4o, hQi nghi v6 an toirn an ninh th6ng tin

dugc tinh hoflc don vi tO chirc.

Di6u 13. Trfch nhiQm cfra c6c tlcrn vi
1. Tht trucmg c6c dcrn vf c6 trdch nhiQm t6 chric thgc hiQn c6c quy dinh qi

Quy ch6 ndy vd chiu tr5ch nhiQm trong c6ng t6c dhm b6o an todn thdng tin cria dcrn

vi minh.
2. Phdn c6ng mQt b0 phfln hoflc c6n b0 php tr6ch cl6m bio an todn th6ng tin

ctra don vf, t4o di6u kipn d6 c5c c5n bQ phg tr6ch an todn th6ng tin dugc hoc tdp,

ndng cao trinh d0 vC an todn th6ng tin.
3. X6.V dtrng quy ch6, quy trinh nQi b0 ve Aam b6o an toirn thdng tin phi hqrp

v6i Quy ch6 ndy vd c6c quy dinh cria Nhi nu6c.-+. 
ptrOi hqp, 

"un 
e iep thdng tin vd teo di6u kiQn cho c6c don vi c6 thdm

quydn triiSn khai c6ng t6c ki6m tra khic phUc sg c6 xtry ra mQt c6ch kip thdi, nhanh

ch6ng va dpt hiQu qui.-5. 
PhOi trqrp ch6t ch6 v6i C6ng an tinh trong c6ng t6c phdng ngira, dAu tranh,

ngdn ch{n cdc ho4t dQng x6m phpm an todn th6ng tin.

.6. Dinh kj'hdng tt[-, cdc dcrn vi lflp b6o cfuo vC tinh hinh an toin thdng tin vd
gti vC Sd Th0ng tin vd Truydn thdng tru6c ngey 30101cria ndm tii5p theo.
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Eidu 14. Trich,nhiQm cfia SO Thdng tin vir Truydn thdng
1 . Tham muu Uy ban nhdn ddn tinh v6 c6ng t6c dhm b6o an toin th6ng tin

trOn dfa bdn tinh.
2. T6 chric thgc hiQn viQc ti6p nhan vd xir ly cdc sg ci5 v6 an toin th6ng tin.
3. Xdy dgng kltung quy ch6 mdu vA d6m b6o an todn an ninh th6ng tin dO c6c

ctcn vi tham kh6o, di€u chinh vd 6p dpng phy hqp v6i tinh hinh trmg dcrn vi.
4. Chir tri, ph6i hqp v6i Vdn phong Uy ban nhdn ddn tinh, C6ng an tinh vd

cdc don vi c6 li€n quan ti6n hdnh ki6m tra c6ng tilcbho d6Lm an todn th6ng tin dinh
t \ t \ t -4"kj'hdng ndm d6i v6i cic don vi quin l)t Nhe nudc trong tinh.

5. Tiy theo mirc dQ sp c5, phOi hqtp Trung tdm img criu khAn c6p m6y tinh
ViQt Nam (VNCERT) vd cdc don vi c6 li6n quan hucmg d6n xu l!,,imgcriu c5c su
cO an toan th6ng tin.

6. T6ng hgp vd b6o c6o vO tinh hinh an todn thdng tin theo dinh kj' cho 86
Th6ng tin vd TruyAn th6ng, Uy ban nhdn ddn tinh vd cdc dcm vi c6 li6n quan.

1. Hattg ndm x6y dtmg vd tri6n khai c6c chucrng trinh ddo tpo, taphuAn vd an
todn thdng tin cho lgc lugng d6m b6o an todrn th6ng tin cria c6c dcrn vi. T6 chric c6c
hQi nghi, hQi th6o cfruyen Ee ua tuy€n truyAn ,re In toan thOng tin trong c6ng t6c
qu6n li Nhe nu6c trOn dfa bin tinh.

Didu 15. Trdch nhiQm cria Cdng an tinh
1. Chri tri, ph6i hqp vdi So Th6ng tin vi TruyOn th6ng vd c6c don vf c6 li€n

quan xAy dpg te nop.ir^ vd chiu tr6ch"nhigm ki6m so6t, phdng ngua, Aau trunfr,
ngdn ch{n c6c lopi tQi phpm lgi dr,mg hQ th6ng th6ng tin gAy hpi d6n an todn thdng
tin trong ccl quan Nhd nu6c.

. 2. Xt ly cilc trudng hgp vi pham ph6p luQt vO an todn th6ng tin theo thAm
quyen.

3. HO trq cilc don vi thgc hiQn viQc ki6m tra, d6nh gi6c6c tdi s6n CNTT
trudc khi clua vdo sri dUng khi c6 y6u cAu.

Eidu 16. T6 chrfrc thgc hiQn
Trong qu5 trinh thgc hiQn n6u c6 c6c vdn d€ phSt sinh, chua phn hgrp hopc

chua.dugc quy"dis 16, c6c dcrn v!"gui kiOn nghi, do xudt udi so Th6ng-tin vd
Truydn th6ng d6 t6ng hgrp, b6o c6o Uy ban nhAn ddn tinh kip thoi diAu chinh, bO

sung cho phu hgp v6i tinh hinh thgc tiln.fu
KT. CHU TICH
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